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Customer Info AT A GLANCE

eTrust™

ustin Radiological Association (ARA) is a
specialty healthcare organization that
provides imaging services, such as X-rays,

ultrasounds, MRIs and CT scans, in the Central
Texas area. ARA runs 14 privately-owned outpatient
imaging centers and has radiologists on
staff at most of the area hospitals. What
sets ARA apart from most other imag-
ing service providers, aside from the
broad scope of the services it provides,
is that all of its images are stored and
transmitted digitally. Whereas doctors
once had to wait for a film image, they can
now access the digital version from a special PC
almost instantly. Although the benefits of digital
imaging are tremendous — quicker diagnoses and
easier, cheaper image distribution — there are still
challenges. A key challenge, inherent in any net-
work of computers large enough to operate a digi-
tal imaging system, is preventing security breaches
in the form of viruses.  

At the heart of a digital imaging environment is
a Picture Archiving and Communication System, or
PACS. A PACS consists of the digital imaging
devices, such as MRIs, X-rays and CT scanners, all
linked by a powerful computing network. ARA per-
forms approximately 320,000 procedures a year; so
along with powerful computers, it requires enor-
mous amounts of storage space, which must be
monitored and controlled. Protecting this precious
data from a malicious virus is an absolute necessity,
given the patients whose lives might depend on the
digital images.

ARA Grows With CA 

ARA selected eTrust Antivirus from Computer
Associates International, Inc. (CA) for the important
job of providing its virus protection for several 
reasons. 

To begin with, it had been using InoculateIT ®

Personal Edition back when it was a simpler opera-
tion and before it went to digital imaging. As Todd

Thomas, Chief Information Officer for ARA, put it,
“This was before Code Red and Nimbda and the
proliferation of viruses that would attack Web
services.” But as ARA’s computing environment
became more sophisticated, the need to manage

and protect it from increasing threats grew
proportionally. ARA eventually elected to

use CA’s Unicenter® to manage its PCs
and servers, and along with Unicenter
came the next generation of antivirus

software, eTrust Antivirus.
“We needed an antivirus solution we

could centrally manage, and we needed a way
to deploy updates very, very quickly with little to no
involvement of staff time. So, we chose eTrust
Antivirus to do that,” said Thomas. He also pointed
out that the tight integration between Unicenter
and eTrust has been an enormous benefit to ARA.
“It’s nice to have the tie back into Unicenter as far
as the alert engine notifying the event console
when issues crop up.”

Other valuable features for ARA include the cen-
tralized method for distributing virus signatures, the
auto deployment of the product itself (“It self-
installs remotely on desktops as they are intro-
duced to the network,” said Thomas), and last, but
not least, the fact that it auto-downloads updates
to the engine. “It’s really self-managing,” said
Thomas. “We periodically check the engine and
make sure it’s been updated consistently and there
haven’t been any errors in distribution. We’ve been
very, very happy with it.”  

eTrust Antivirus Proves its 

Mettle for ARA

Fortunately for ARA, eTrust Antivirus has only had
to prove its mettle once or twice. “We did get
caught unaware when Klez came through,”
remarked Thomas. “A medical environment is 
different in that with most medical devices you just
can’t go and install software on them because
they’re regulated by the FDA. More and more,
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you’re starting to see modality [medical device]
vendors turn out devices that run the NT operating
system. So it’s now just like any other desktop PC.
It runs a browser, it’s susceptible to the same secu-
rity risks and, therefore, the same viruses. We 
hadn’t deployed any type of virus solution on any
type of medical equipment. On one particular device,
a version of Klez came through a hole in the browser
that hadn’t been patched and it hit a number of 
systems on our network, and then started spreading.
We were able to contain it very quickly because of
the toolsets that eTrust Antivirus provided us.”

Now, ARA works closely with its medical equip-
ment vendors, especially the ones who are using
Windows NT as their operating systems, to ensure
ARA’s computers are properly protected. At a mini-
mum, given the regulations governing the comput-
ers controlling most imaging systems, ARA always
does a remote scan of all images after they’re writ-
ten to a file share. “Most modality [medical device]
vendors do not like real-time scans of their equip-
ment, because of the way they acquire the images.
We do scheduled scans, because there’s a risk that
doing them in real time could throw artifacts in the
image. When you throw artifacts in the image, you
run into patient care issues.” Fortunately, eTrust
Antivirus provides the flexibility ARA needs to 
operate in such a regulated environment.

Building on a Successful Relationship

ARA is definitely on the cutting edge of medical
imagining technology, and wants to stay there, so it
relies on CA’s software to automate and ease the
burden of managing its enterprise. “We’ve centered
all our enterprise products around CA,” said
Thomas. Going forward, ARA is looking at eTrust™

Policy Compliance, CleverPath™ Portal, Unicenter®

Management for Web Servers and Unicenter®

Argis® for managing the life cycle of technology
assets.

“We needed 
an antivirus 
solution we

could centrally
manage, and we
needed a way to

deploy updates
very, very quickly

with little to 
no involvement 

in staff time.

“

For more information, call 1-800-875-9659
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